Reproducible Protocols for Agent Traces and Leakage-Robust
Evaluation

Anonymous Author(s)

ABSTRACT

Trace-first development is central to improving tool-using Al agents,
yet current practices vary widely in logging standards, sanitization,
and leakage prevention. We formalize the trace protocol problem
along four dimensions—completeness, sanitization, schema com-
pliance, and leakage detection—and evaluate five protocol regimes
of increasing maturity. Through simulation experiments with 200
tasks and 10 agents, we show that the full protocol regime achieves
a reproducibility score of 0.981 compared to 0.393 for no-protocol
baselines, while reducing effective information leakage by 90%. We
further demonstrate that even 5% train-test leakage causes measur-
able ranking disruption in agent benchmarks. Our results establish
quantitative evidence for the necessity of standardized trace proto-
cols and provide a framework for evaluating protocol adequacy.
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1 INTRODUCTION

The development of tool-using Al agents increasingly relies on
trace data—records of prompts, tool calls, arguments, outputs, and
outcomes—for training, debugging, and evaluation [5, 7]. However,
the field lacks standardized protocols for collecting, filtering, and
evaluating these traces. This gap leads to irreproducible results,
unfair benchmark comparisons, and vulnerability to information
leakage [2].

As Xu et al. [5] note, establishing reproducible protocols for trace
collection, filtering, and leakage-robust evaluation remains an open
research problem. This paper addresses this challenge through:

(1) A formal framework for trace protocol evaluation along
four dimensions.

(2) Five protocol regimes representing increasing standardiza-
tion maturity.

(3) Quantitative evidence that full protocols achieve 2.5 higher
reproducibility than ad-hoc approaches.

(4) Analysis showing that leakage detection reduces effective
contamination by 90%.

2 RELATED WORK

Reproducibility in machine learning has been studied extensively [1,
4]. Model cards [3] established documentation standards for ML
models. In the agent domain, SWE-agent [6] demonstrated the
importance of complete interaction traces for software engineering
tasks. Kapoor et al. [2] highlighted evaluation pitfalls in agent
benchmarks.

Our work extends these efforts by providing a quantitative frame-
work specifically for agent trace protocols and leakage-robust eval-
uation.

3 TRACE PROTOCOL FRAMEWORK
3.1 Trace Structure

An agent trace T = (s1,5p,...,51) consists of L steps, where each
step s; contains a type (prompt, tool_call, tool_output, reasoning,
outcome), content, and metadata. A complete trace captures all
steps; incomplete traces omit steps with probability 1 — ¢ where ¢
is the completeness parameter.

3.2 Protocol Regimes
We define five regimes of increasing maturity:
(1) No Protocol: Ad-hoc logging (¢ = 0.3), no sanitization, no
validation.
(2) Partial Logging: Structured format (¢ = 0.6), deduplication
only.
(3) Full Logging: Complete schema (¢ = 0.95), schema valida-
tion.
(4) Full + Sanitized: Adds PII/secret removal (95% effective-
ness).
(5) Full Protocol: Adds leakage detection (90% detection rate).

3.3 Reproducibility Score
We define a composite reproducibility score:
R=04-c+03-(1-£)+02-5+0.1-0 (1)

where c is completeness, £, is effective leakage rate, s is sanitization
coverage, and v is schema compliance rate.

4 EXPERIMENTS

We simulate trace collection for 200 tasks across 10 agents with 50
traces per task, seed 42 for reproducibility.

4.1 Protocol Regime Comparison

Table 1: Performance metrics across protocol regimes (leak-
age rate = 0.1).

Regime Repro. Complete. Eff. Leak. Schema
No Protocol 0.393 0.297 0.091 0.000
Partial Log 0.507 0.603 0.100 0.000
Full Log 0.750 0.949 0.104 0.720
Full+Sanit. 0.939 0.948 0.099 0.735
Full Protocol  0.981 0.979 0.010 0.890

Table 1 shows that the full protocol achieves a reproducibility
score of 0.981, a 2.5X improvement over the no-protocol baseline.
Leakage detection provides the largest marginal gain, reducing
effective leakage from ~0.1 to 0.01.
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Figure 1: Comparison of protocol regimes across reproducibil-
ity, completeness, and leakage metrics.

Leakage Reduction by Protocol

0.51 =@ No Protocol

=@~ Full Protocol
No Reduction

0.4

0.3

0.2

Effective Leakage Rate

0.1

0.0

0.0 0.1 0.2 0.3 0.4 0.5
Raw Leakage Rate

Figure 2: Effective leakage rate under no-protocol vs full
protocol regimes across varying raw leakage rates.
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Figure 3: Benchmark ranking stability (left) and disruption
(right) as a function of leakage rate.

4.2 Leakage Impact on Benchmarks

Figure 3 demonstrates that even modest leakage rates cause ranking
disruption. Without leakage detection, benchmark results become
unreliable for comparing agent capabilities.

5 DISCUSSION

Our results provide quantitative justification for adopting standard-
ized trace protocols. The full protocol regime achieves near-perfect
reproducibility scores while reducing information leakage by an
order of magnitude. Key findings include:

e Completeness alone is insufficient—sanitization and leak-
age detection are critical for reliable evaluation.
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Figure 4: Reproducibility score vs trace length under the full
protocol.

o Leakage detection provides the highest marginal value
among all protocol components.

e Schema validation ensures structural consistency but con-
tributes less to reproducibility than content-level safeguards.

e Longer traces maintain high reproducibility under the full
protocol, suggesting scalability.

Practical recommendations: (1) Adopt structured schemas with
required fields for all trace step types; (2) Implement automated
leakage detection comparing trace content against held-out test
sets; (3) Apply sanitization to remove PII before any trace sharing;
(4) Validate schema compliance as a prerequisite for benchmark
submission.

6 CONCLUSION

We established a quantitative framework for evaluating agent trace
protocols and demonstrated that full standardization achieves 2.5x
higher reproducibility scores than ad-hoc approaches. Our leak-
age analysis shows that even small contamination rates disrupt
benchmark rankings, motivating mandatory leakage detection in
evaluation pipelines. These findings support the adoption of stan-
dardized, reproducible trace protocols as a community standard for
agent system research.
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